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Security Incidents and Breaches Policy

Executive Summary

· This Security Incidents and Breaches Policy covers all employees of MOSL and temporary and contract staff.
· This Security Incidents and Breaches Policy covers all data held by MOSL.  This includes data held in MOSL's IT systems and in CMOS ("MOSL Data").
· The purpose of the Policy is to provide information on how to identify and deal with any breach of security involving MOSL Data ("Data Breach").
· The Policy also covers how to deal with suspected Data Breaches (“Security Incidents”) and any other concerns about data security or compliance with the Data Protection Act 1998 ("Other Data Concerns").
· The bulk of the responsibilities under the policy fall to MOSL’s Information Security and MOSL’s Finance Director, however, all MOSL staff members have responsibilities and these are set out in the Policy. 
· MOSL has a four step approach to dealing with Data Breaches involving containment and recovery, assessment, response handling, and reporting and review.
· Containment and recovery: This will be led by MOSL’s Information Security Officer, who will carry out an initial assessment and triage process.
· Assessment: MOSL’s Information Security Officer will provide a detailed assessment on the nature and scope of Data Breaches. 
· Response handling: A Response Team will be formed and led by an Incident Manager. The precise action to be taken by the Response Team will depend on the nature of the Data Breach but is likely to include investigation, containment, restoration, intervention and improvement, preservation of evidence and engagement with stakeholders.
· Reporting and review: The Incident Manager will coordinate the notification of all parties that the incident is resolved. The Incident Manager will produce an Incident Report for the Information Security Officer and other senior management as appropriate. The Information Security Officer will hold a post incident review meeting with all involved parties.
· MOSL will prepare the organisation to address Data breaches through polices and training.
· The Finance Director shall decide on what steps should be taken in response to any Security Incident or Other Data Concern and notify the Information Security Officer of these.  The Information Security Officer shall be responsible for ensuring that such steps are taken. 



Main Body
1. What does this policy cover?
This Security Incidents and Breaches Policy ("Policy") covers all employees of MOSL and temporary and contract staff ("employees").  
The purpose of this Policy is to provide information on how to identify and deal with any breach of security involving a loss of MOSL Data ("Data Breach")
A Data Breach may involve the loss of personal data.  In these cases, the loss may breach data protection laws and/or justify notification to the UK regulator, the Information Commissioner's Office ("ICO").  "Personal Data" is any information from which you can identify a living individual (who is known as the "Data Subject"). The types of personal data that MOSL may be required to handle include information about:
1.1.1 current, past and prospective non-household water customers that are sole traders; 
1.1.2 staff at water companies, wholesalers and retailers;
1.1.3 suppliers and contractors who are sole traders; 
1.1.4 staff at other organisations that we communicate with; and
1.1.5 our own staff. 
But a Data Breach does not have to involve personal data – the loss of other information e.g. commercial data will also be a Data Breach.
This Policy also covers how to deal with suspected Data Breaches, which this policy refers to as “Security Incidents”.
This Policy also covers any other concerns about data security or compliance with the Data Protection Act 1998 ("Other Data Concerns"). 
This Policy sits alongside other policies which relate to the use and processing of data, in particular the Staff Data Protection Training Policy, and should be read in conjunction with those policies. 
MOSL is committed to handling data properly. Lawful handling of data consistent with this Policy and the Data Protection Act 1998 is vital to our successful business operation. 
2. Responsibilities 
Every employee of MOSL has a responsibility to be aware of and take this Policy into account (and the wider data protection compliance framework) in performing their role within the business.
The below table provides a summary of responsibilities for key roles referred to in this Policy: 

	Role
	Responsibility 

	Finance Director
	· Oversee overall compliance throughout the organisation and ensuring that each party listed here meets their responsibilities. 

	Information Security Officer
	· Ultimate responsibility for managing Data Breaches, Security Incidents and Other Data Concerns with support from other business functions as needed, including preparing incident management plans. 
· Advise on whether any Other Data Concern should be handled as a Security Incident or a Data Breach
· Advise on whether any Data Breach, Security Incident or Other Data Concern amounts to a breach of the Data Protection Act 1998 or any MOSL policy
· Advise on any practical steps that should be taken as a result of a Data Breach, Security Incident or Other Data Concern
· Advise as to whether security incidents are in fact Data Breaches.
· Advise on legal ramifications of any Data Breach, Security Incident or Other Data Concern.
· Confirm regulatory requirements and assist in creating official notifications.
· Notify relevant regulatory authorities and third parties.
· Triage the Data Breach, Security Incident or Other Data Concern to the extent necessary.
· In the event that the Information Security Officer is away from the office, he or she will nominate a deputy and inform the Finance Director of who the deputy is. 
· In the absence of the Information Security Officer and the Deputy, the Finance Director will have responsibility for the Information Security Officer's role in this policy.

	Business Unit Directors
	· Provide business unit perspective and buy-in for response actions and support with the implementation of the incident management plan. 

	All employees (and contractors)
	· Take steps to prevent Data Breaches and to help MOSL comply with the Data Protection Act 1998
· Report Data Breaches, Security Incidents and Other Data Concerns appropriately



3. Steps taken to prevent a data breach occurring
Whilst it is not possible to account for accidental data loss due to human error or provide 100% protection against all external third party attacks which may undermine or expose the security of the MOSL systems and the data held on them, MOSL has established a comprehensive security framework designed to reduce the overall risk of Security Incidents arising and / or potential for a Data Breach and to ensure compliance with the Data Protection Act 1998. 
MOSL's security framework is underpinned by policies and procedures which all members of staff are expected to be aware of and comply with as relevant to their functions. Staff will be provided with the training and policies required to carry out their role.
4. Security Incidents, Data Breaches and Other Data Concerns
A Security Incident is an event that can result in or present an imminent threat of a violation of MOSL's information governance policies and/or breach of data protection laws. 
Security Incidents include denial of service attacks; use of malicious codes such as a worms, malware or viruses; inappropriate use of company resources; unauthorised system changes such as suspicious account deletions or unauthorised server reboots; social engineering attempts; unlawful activity including gross misconduct; and breach of server or network attached devices. 
A Data Breach is a type of Security Incident which involves an unauthorised or inappropriate disclosure of MOSL Data.
Data Breaches can arise from a range of circumstances, from deliberate third party attacks on MOSL IT infrastructure designed to harvest data for criminal purposes, to the accidental loss of storage devices (e.g. mobile phones, laptops, USB devices) by an employee. 


Other Data Concerns could include:
4.1.1 near misses;
4.1.2 unauthorised use of MOSL Data within a secure environment e.g. if personal data in CMOS is used for direct marketing; 
4.1.3 a breach of any of MOSL's policies on information governance; and
4.1.4 keeping personal data beyond the period for which it is needed.
5. Detection of Data Breaches, Security Incidents and Other Data Concerns
MOSL expects Data Breaches, Security Incidents and Other Data Concerns to be detected through three main channels:
5.1.1 employee reporting
(a)	MOSL employees are expected to be mindful of potential Data Breaches, Security Incidents, and Other Data Concerns and report concerns about any situation where a Data Breach, Security Incidents, and Other Data Concern has or may have arisen to the Information Security Officer, Stephen Winnie, Stephen.Winnie@mosl.co.uk, as soon as possible.  
(b)	MOSL encourages openness amongst staff to report actual or suspected Data Breaches, Security Incidents, and Other Data Concerns and will take such reporting or failure to report into account when considering any disciplinary action against members of staff who may have been involved in a Data Breach, Security Incidents, and Other Data Concern.
5.1.2 monitoring of information security
(a)	The Information Security Officer routinely monitors MOSL IT and other operating systems to detect potential Security Incidents and Data Breaches. 
5.1.3 third party/external notifications. 
(a)	If a third party (e.g. a market participant or a contractor to MOSL) becomes aware of an actual or potential Security Incident, Data Breach, or Other Data Concern, it is important that any notification provided to MOSL is properly captured and assessed. 
(b)	Third parties must notify MOSL’s Information Security Officer, Stephen Winnie, Stephen.Winnie@mosl.co.uk, of any actual or potential Security Incident, Data Breach, or Other Data Concern as soon as possible.
(c)	Employees are expected to be proactive in escalating any information provided by third parties about a potential Data Breach, Security Incident, or Other Data Concern to the Information Security Officer. 
6. Storage of information relating to Data Breaches, Security Incidents and Other Data Concerns
Information relating to Data Breaches, Security Incidents and Other Data Concerns shall be stored securely within the MOSL infrastructure.
7. Responding to a Security Incident or Other Data Concern
The Information Security Officer shall provide a short report to the Finance Director regarding such notifications.  The report shall include:
7.1.1 a summary of the Security Incident or Other Data Concern including a description of the data concerned;
7.1.2 the recommended course of action; and
7.1.3 reasons for the recommended course of action, that take into account the nature and volume of the data and the consequences of it being processed unlawfully.
The Finance Director shall decide on what steps should be taken in response and notify the Information Security Officer of these.  The Information Security Officer shall be responsible for ensuring that such steps are taken. 
As set out in the Data Management Protocol (sections 15 and 22 of Annex 1), market participants must provide MOSL with a written report when they become aware of any malware in any systems, directly (or indirectly) affecting CMOS Data or Shared Data, which has not been mitigated through defence-in-depth measures, or of any unauthorised access to the CMOS Data or Shared Data. When applicable, MOSL’s Information Security Officer should provide the Finance Director with such a report alongside their own report. 
[bookmark: _GoBack]When a market participant detects a Security Incident or Other Data Concern that affects only that individual market participant, MOSL shall only communicate information provided in respect to the Security Incident or Other Data Concern with that individual market participant. Where a market participant detects a Security Incident or Other Data Concern that affects another market participant, then MOSL shall communicate information provided in respect to the Security Incident or Other Data Concern with all affected parties. In this instance, MOSL shall consult with the market participant regarding the Security Incident or Other Data Concern to agree the content of communications with other market participants and to whom and when information is communicated, agreement not to be unreasonably withheld. 
8. Responding to a Data Breach
MOSL has a four step approach to dealing with Data Breaches involving containment and recovery, assessment, response handling and review.  
Each of these steps are explained in more detail below and detailed in the flowchart at Schedule 1 of this Policy.
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9. Step 1 – Containment and recovery
Information Security Officer
The Information Security Officer will carry out an initial assessment and triage process. This will involve: 
9.1.1 advising on any immediate steps needed to contain the Data Breach (for example changing user passwords) physical recovery of equipment; 
9.1.2 notifying the relevant manager for further guidance; 
9.1.3 escalation to the Finance Director, if appropriate; and
9.1.4 recording the Data Breach.
10. Step 2 - Assessment
Information Security Officer
The Information Security Officer will provide more detailed assessment on the nature and scope of Data Breaches. This role also acts as the initial point of contact for Data Breaches detected by any employee, contractor or third party.
The Information Security Officer will:
10.1.1 make an initial assessment of the severity of the Data Breach and response handling;
10.1.2 liaise with internal stakeholders as appropriate to help deal with the Data Breach;
10.1.3 appoint an Incident Manager who will act as the lead point of contact for resolving the Data Breach: 
(a)	if the incident is a business breach (i.e. one that results from a breakdown in routine business related activity, for example an employee losing a laptop or breaching acceptable use or data protection policies), the Information Security Officer will normally be appointed as the Incident Manager; 
(b)	where the incident relates to a technical breach (i.e. one that results from failure of a technology related system due to technical deficiencies, third party attack e.g. denial of service attacks, use of malicious codes such as a worms, malware or viruses or similar have caused systems to technically fail), MOSL will appoint an appropriate technically proficient senior person as the Incident Manager; 
10.1.4 establish a Response Team (see Step 3 below) to work with the Incident Manager to contain and respond to the Data Breach; and 
10.1.5 convene the initial meeting of the Response Team to agree the resolution strategy. 
11. Step 3 - Response 
The precise action to be taken by the Response Team, led by the Incident Manager, will depend on the nature of the Data Breach but is likely to include the following:
11.1.1 investigation: to understand the nature of the incident, the impact on the organisation (in terms of legal liability, reputational damage, financial impact, organisational impact and other risk factors) and help establish the underlying cause and impacted stakeholders; 
11.1.2 containment: of the Data Breach to prevent any further data loss or security compromises. This may involve taking systems offline;
11.1.3 restoration: of any services impacted by the Data Breach as soon as possible once the Data Breach has been contained. This may include recovering data from suitable backup systems provided all traces of the compromise have been removed;
11.1.4 intervention and improvement: to existing business processes to prevent recurrence of the incident. This may be supported by targeted security awareness training or legal action;
11.1.5 [bookmark: _Toc522351174][bookmark: _Toc522352269][bookmark: _Toc522354642][bookmark: _Toc522443143]preservation of evidence: if it is decided to pursue a perpetrator of the Data Breach it will be essential to take a forensic copy of the affected system immediately after the security breach was detected as evidence of the breach; and  
11.1.6 engagement with stakeholders: it is important to effectively engage with those directly affected by or who may have a wider interest in management of the Data Breach. This is likely to include employees, the media, customers and appropriate regulators (such as the Information Commissioner or Ofwat) or law enforcement agencies. An engagement plan should be agreed at the earliest opportunity and is likely to include the activities set out in the table below.  
The Data Management Protocol referred to in the Market Arrangements Code sets out requirements for the handling of Data Breaches connected with CMOS or other data shared between market participants to ensure compliance with the Market Arrangements Code or the Wholesale-Retail Code.  These include requirements to consult with relevant market participants in some circumstances.

Guidance relating to HR and Legal issues must be sought from the Finance Director (to whom these functions report) before engaging staff or any external stakeholders to ensure information disclosed is accurate and does not expose MOSL to undue risk. Legal guidance must always be sought from the Finance Director to determine whether and how to report Data Breaches to the ICO.

	Stakeholder
	Action 

	Employee
	· Inform employees of appropriate information in a timely manner to limit rumours.
· Originate communications from a trusted source with indications of timing for updates. 
· Provide "do not forward" instructions on all incident-related communications.

	Market participants
	· If the Data Breach involves the loss of data held in CMOS:
· Provide affected market participants with clear and detailed notification letters.
· Provide contact information for affected market participants to seek additional information.
· Provide affected market participants with information on the type of data that may have been exposed.
· Partner with communications and legal teams to create notification letters in accordance with applicable laws and regulations.
· If the Data Breach was reported by a market participant, MOSL shall consult with the market participant regarding the Data Breach to agree the content of communications with other market participants and to whom and when information is communicated, agreement not to be unreasonably withheld.

	MOSL Board of Directors
	· Inform Board of Directors of appropriate information in a timely manner.
· Provide information on the type of data affected, potential impact on customers and the MOSL response.
· Provide indications of timing for updates and further steps.
· Provide visibility of communications and stakeholder management.

	Media
	· Work with the communications department to handle interactions with the media and to develop a timely incident communication strategy.
· Prepare a preapproved proactive statement to be released where appropriate with clear 'lines to take'.
· Create a specific e-mail inbox to facilitate communications with the media.
· Consider relevant legal, ethical, and reputational ramifications during press releases.

	Authorities
	· Be clear when there is a legal requirement to notify the ICO or law enforcement body about a Data Breach.
· It may be appropriate to involve the ICO or law enforcement agency about a Data Breach voluntarily (e.g. if you suspect foul play). 
· Always involve the Finance Director in any decision as to whether or not to notify one of these bodies and agree how communications will be managed. 
· Determine the information that you are willing to / must share and your strategy for managing on-going communications with the ICO.
· Maintain strong relationships with the ICO by interacting outside of incident-handling cases.
· If the Data Breach was reported by a market participant, MOSL shall consult with the market participant regarding the Data Breach and the market participant shall be given the opportunity to notify the Information Commissioner in the first instance. Where MOSL, acting reasonably, considers that consulting with the market participant is likely to increase the risk of harm to Data Subjects, it will not be obliged to do so.
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12. Step 4 - Incident reporting and review
The Incident Manager will coordinate the notification of all parties that the incident is resolved.
The Incident Manager will produce an Incident Report for the Information Security Officer and other senior management as appropriate. 
The Incident Report will include the following:
12.1.1 a summary of the incident (date, description, staff involved);
12.1.2 who has been notified;
12.1.3 actions taken with dates and action owners;
12.1.4 an estimate of the business impact of the incident;
12.1.5 recommendations for changes to avoid future occurrences; and 
12.1.6 an estimated timescale for the implementation of recommended changes pending management authorization.
The Information Security Officer will hold a post incident review meeting with all involved parties.  The review meeting must cover the following issues:
12.1.7 did the detection and response procedures work as intended?
12.1.8 if not, what areas need to be amended?
12.1.9 what changes could be made to procedures to improve the ability of MOSL to detect and deal with a similar incident?
12.1.10 what tools worked well and what additional tools would be useful for the future?
12.1.11 was the level of the response appropriate?
12.1.12 could any lessons be learnt from the incident?  In particular, did a standard response exist for the incident or should one be developed and added to the Incident Management Plan?
The output of the post-incident review will be added to the Incident Report. 
This Policy requires the relevant response team to log all Data Breaches or potential Data Breaches. This record should detail all of the facts relating to the Data Breach, its effects and the remedial action taken. 
13. [bookmark: _Ref390784115]Response team
The exact membership of the Response Team will depend on the nature of the Data Breach but is likely to include representation from each of the key business functions.
All MOSL employees (even where not part of the response team) have a role to seek to prevent and reduce the impact of Security Incidents and Data Breaches. The principle way to address this will be to provide support as required by the response team. 
14. [bookmark: _Ref390970445]Compile data on incidents
Compiling information on incidents over time - and in a consistent manner - enables trend analysis, which can provide a historical perspective on broader changes needed in the organisation. The Information Security Officer will compile such information.
15. [bookmark: _Toc384223851]Why comply?
MOSL has a legal obligation to comply with data protection laws.  As a responsible organisation, MOSL takes data privacy seriously and wants to ensure the business operates at a level of compliance that meets accepted privacy standards and legal requirements. 
In addition, even where the Security Incident does not involve the loss of Personal Data or a breach of data protection laws, all Security Incidents are likely to cause significant reputational impact and loss of trust to the business brand, which will take time and resource to remedy, if it becomes public knowledge that MOSL does not take data privacy seriously.
[bookmark: _Ref390679917]

16. Making changes to this policy
MOSL will review this policy from time to time and at least on an annual basis or following a material Data Breach, Security Incident or Other Data Concern. Changes to this policy will be agreed by appropriate members of MOSL’s Senior Leadership team.
17. Audit, monitoring and review
This policy may be subject to internal audit review, in line with plans agreed with MOSL’s Audit Committee.
18. Enforcement
All employees including temporary and contract staff must comply with this Policy. Breach of the Policy may lead to disciplinary action. 
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